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Overview

Hello,

There are 5 project updates and 12 tasks planne“&for today.

Also 4 days until your holidays!

PROJECTS SPOTLIGHT

Most recent and delayed. Want to view all?
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HP Elite New Year California Dreams
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Supreme Eyewear Paint & Ink
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Monika Derfflinger

11 Ner 2019

Starbucks Spring
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Process Description

Production access report template used
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' Production Access Report - 2020

s STAGE

The report is produced every month

=
1
@ ® Done (12)
@ #=SKILLS00070P059 Production Access Report January - 2020 ElCyber Security 12/Jun/2020 00:00 Sergio Ribeiro 28 TEAM
C ° [ = SKILLS00070P060 Production Access Report February - 2020 B Cyber Security 12/Jun/2020 00:00 Sergio Ribeiro
o n ta | n S a CC es S I o S a n d a C C e S S rl h tS E] #=SKILLS00070P061 Production Access Report March - 2020 B Cyber Security 12/Jun/2020 00:00 Sergio Ribeiro
#=SKILLS00070P062 Production Access Report April - 2020 E)Cyber Security 12/Jun/2020 00:00 Sergio Ribeiro
g #=SKILLS00070P063 Production Access Report May - 2020 B)ICyber Security 12/Jun/2020 00:00 Sergio Ribeiro
f =SKILLS00070P064 Production Access Report June - 2020 E)lCyber Security 28/Aug/2020 00:00 Sergio Ribeiro
#=SKILLS00070P065 Production Access Report July - 2020 E1Cyber Security 28/Aug/2020 00:00 Sergio Ribeiro
B ot h f o r A z u re P o rt a I a n d t h e D a t a b a S eS @ - SKILLS00070P0BS P = Scyber Securty 30/5¢p/2020 0000 Sergo Fibeiro
#=SKILLS00070P067 Production Access Report September, - 2020 E1Cyber Security 24/Nov/2020 00:00 Sergio Ribeiro

#=SKILLSO0070P068 Production Access Report October - 2020 ElCyber Security 24/Nov/2020 00:00 Sergio Ribeiro
#=SKILLS00070P069 Production Access Report November - 2020 E)Cyber Security 15/Jan/2021 00:00 Sergio Ribeiro

#=SKILLS00070PO70 Production Access Report December - 2020 ElCyber Security 15/Jan/2021 00:00 Sergio Ribeiro B Joss

Monthly report ticket with approvals

SKILLS00070P0O70
SKILLS00070P067
SKILLS00070P068 -
SKILLSO0070P066 -
SKILLSO0070P064 -

Responsibility of the Head of DevOps

@8 FILES PER FAVORITES

There are no files
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Audit Tickets

Monthly approval Ticket

Submitted by CISO every month
Executed by Head of DevOps
Contains report by DevOps
Includes accesses evidence
Approved by COO and CTO
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Report

Access control status

NO ANNOMALIES DETECTED
Upon extraction of the logs and user definitions, | detected no unauthorized accesses to

the infrastructure and to the databases. The users that were supposed to have access to

the production environment are the ones that were defined. All production changes were

performed with the corresponding authorizations.

Frederico Tereso Head of DevOps
frederico.tereso@skillsworkflow.com




Azure Portal Users

Authorized Users

10 items (6 Users, 4 Service Principals)

NAME
CONTRIBUTOR
DevOps portal

Frederico Tereso
frederico@skillsworkflow.com

helder.barreiros@skillsworkflow.com
VisualStudioSPN277942d5-9a26-4581-89de-ca7bbbf05c¢..
VisualStudioSPN88a12bde-d720-4a0e-80f9-1628ccee7487
VisualStudioSPNb8ac9f27-2283-4fed-8cc7-f10a%9a8aad03

MONITORING READER

dashboard
dashboard @skillsworkflow.com

OWNER
@ Bruno Moscdo
¥ bruno@nextway-group.com
READER

dashboard
dashboard @skillsworkflow.com

e eduardo

eduardo@skillsworkflow.com

Contributor @

Contributor @

Contributor @

Contributor @

Contributor @

Contributor @

Monitoring Reader @

Owner @

Reader @

Reader @

Subscription (Inherited)

Subscription (Inherited)

Subscription (Inherited)

Subscription (Inherited)

Subscription (Inherited)

Subscription (Inherited)

This resource

Subscription (Inherited)

This resource

Subscription (Inherited)

ervices Portal is restricted
wner: CTO

ontributors: DevOps

eader: Engineering Director

o other authorized personal
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Azure Portal Audit Log

Named accesses to the Azure Portal

ysoft Azure skills-prod-we - Activity log > Activity Log Analytics Overview > AzureActivity(SkillsProd) > Log Search

L Search resources, services and docs X EP 2 5323 @ @ el killswork... (g

JOAOPAULOSKILLSWORKFLO...
Log Search

C) Refresh Y Saved Searches 9 Undo ! Export

Data based on custom time range v ‘ ‘ i

URIRRSES IR SUNAT e NG (ResourceGroup="skills-prod-we" Or ResourceGroup="skills-prod-bs") And Type=AzureActivity | measure count() by Caller
1 bar = 1day

6 Results ,iChart  iEZTable

I I III CALLER AGGREGATEDVALUE¢
S I N | |

frederico@skillsworkflow.com 2421
Sep 1 Sep 11 Sep 21 : : :
2017 2017 2017 helder barreiros@skillsworkflow.com

1043

Microsoftinsights/autoscaleSettings

o o 234

Microsoftinsights/alertRules

196
TYPE (1) bruno@nextway-group.com 20
eduardo@skillsworkflow.com .

AzureActivity 6K

Only DevOps, CTO and Engineering Director have logged into the Azure Portal in 2020.

Crafred with - @ - on Skills Workflow



Database Logs

Monthly accesses to the Database

Monthly logs issued by DevOps
Accesses detected only on Services
No User accesses detected

Files attached with logs

Approved by COO and CTO

Humanized . by Skills Workflow

FRscrosoft Exce Rscrosoft Exce Fscrosoft Exce FEcrosoft Exce
Workshecof Yiorishcek Vorksheoet Yorezhcok

Eucrosoft Exce Eicrozoft Exce FElscrozoft Exce Ecrosoft Exce
Workshoot Workshoet Workshoet Workshippt

Rscrosoft Exce Rscrosoft Exce Rscrosoft Exce Rscrosoft Exce
Workshook Workshoot WYorkshicet Workshoet



Production Changes Tickets

All direct changes in Production are authorized by customers
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List of Tickets on changes
Submitted for Approval
Authorized by Clients

Executed by authorized staff
Evidences are attached to Ticket

Tickets available in the Help Desk*

* In the Help Desk, filter Closed Tickets on Operations under On-Going Support

crafred with - Q@ - o Skills Workflow



Thank Youl!

Bruno Moscao CTO
bruno@skillsworkflow.com
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APAC - EMEA -+ LATAM - USA Craft with - @) - on Skills Workflow
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